DETAILS OF PRE-APPROVED DIGITAL SOLUTION

ANNEX 3

Company Nucleo Consulting Pte Ltd

Digital Solution Name & Version Number' ngfsk)pomt SMB Security Suite Version 1.0 - Checkpoint SMB Security Suite (100
Appointment Period 27 July 2023 to 26 July 2024

Extended Appointment Period? 27 July 2024 to 26 July 2025

Standard Packaged Solution (ie. Minimum items to be purchased)

Unit Cost . . Subtotal Qualifying Cost *
Cost Item ) Unit Quantity $) ()

1) Software

1 Year Next Generation Threat Prevention and

Sandblast for Checkpoint 1570 Base firewall and Per Year 1.00

direct premium support from Checkpoint
2) Hardware

Checkpoint 1570 Base Appliance Firewall Bundled 1.00
3) Professional Services

One-time professional setup fee during office hours

that includes:

- Configuration of up to 2x WAN, LAN IP address

and DHCP settings, SSL VPN DHCP address

range, and SSL VPN

- Adding users to SSL VPN services group assign

required permission Per Setup 1.00

- Checking Access rule information for SSL VPN

zone

- VPN Setup for 100 Users

- Testing connection with Check Point portal

- Testing and commission of firewall during office

hours
4) Training

One-time online basic training (with guides for future

references):

Check Point 1570 Firewall

- Access to Check Point Portal

- Block/ Allow URLs Hours 4.00

- Connect to VPN using desktop client

- Creating VPN user

- Download and install VPN desktop client

- Resetting password for VPN user

- Generating reports
5) Others

Nucleo Managed Firewall Support and Service (1

year):

- Unlimited monitoring of firewall with remote

troubleshooting- Mondays to Fridays, 9am to 6pm

(excluding public holidays)

- Maximum of 4 onsite visit per year with next-

business-day response time Per Year 1.00

- Administration and management of firewall policies,

VPN, web control, application control and anti-virus

on firewall

- Malicious file downloads alerting and monitoring

- Monthly firmware checks, backups and reporting of

firewall performance, usage and security alerts

Total |$ 9,200.00 $ 8,000.00

" A higher upgrade of the software version is acceptable, for example solution version 3.x allow anything from 3.0 to 3.99999
2 As specified in the Letter of Appointment, IMDA may exercise the option to extend the Appointment Duration

for an additional one-year (“Extended Appointment Period”)
* Qualifying cost refers to the supportable cost to be co-funded under the grant
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