DETAILS OF PRE-APPROVED DIGITAL SOLUTION

ANNEX 3

Company

TUV SUD PSB Pte Ltd

Digital Solution Name & Version Number®

Cyber Attack Surface Screening and Assessment Services Version 1 - Penetration

Testing: Web App Grey-Box (Full Scope)

Appointment Period

1 June 2020 to 31 March 2021

Standard Packaged Solution (ie. Minimum items to be purchased)

Unit Cost : : Subtotal Qualifying Cost *
Cost Item Unit uantit
(s9) iy (s9) s9)
1) Software / Subscription fee
Not Applicable
2) Hardware
Not Applicable
3) Professional Services
Penetration Testing: Web App Grey-Box (Full Scope)
Service Overview:
1. Includes all the assessment in the limited scope and also test cases based on OWASP and
MITRE which are not covered in the limited scope;
2. Covers test cases from OWASP Top 10 2013-2017, injection based attacks as well as
privilege escalation;
3. Credentials of user account will be provided by the client for the grey-box approach testing.
4. Assurance to customers that the web application is not affected by the common vulnerabilities
that web application are subjected to.
5. Customers can feel confident that their Personal Identifiable Information will be handled
securely while using the web application. per lot 1
Deliverables:
1. Report indicates the findings, steps to replicate the findings, risk rating and recommended
solution for each finding;
Notes:
1. The scope per lot is based on 25 Web Applications functions (READ, CREATE, UPDATE,
DELETE). Every additional lot is charged at $8000.00.
2. For system above 2 lots (>50 functions), price will vary based on project requirement.
4) Training
Not Applicable
5) Others
Not Applicable
Total | $  8,000.00 $ 5,000.00
A higher upgrade of the software version is acceptable, for example solution version 3.x allow anything from 3.0 to 3.99999
* Qualifying cost refers to the supportable cost to be co-funded under the grant
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