DETAILS OF PRE-APPROVED DIGITAL SOLUTION ANNEX 3

Company TUV SUD PSB Pte Ltd

Cyber Attack Surface Screening and Assessment Services Version 1 - Security
Configuration Review

Appointment Period 1 June 2020 to 31 March 2021

Digital Solution Name & Version Number*

Standard Packaged Solution (ie. Minimum items to be purchased)

Unit Cost 8 " Subtotal Qualifying Cost *
Cost Item Unit uantit;
(S8) Quantity (S9) (s9)

1) Software / Subscription fee

Not Applicable
2) Hardware

Not Applicable
3) Professional Services

Security Configuration Review Service Overview:

1. Reviews the configuration settings of operating systems, databases, devices etc against cyber security

hardening industry benchmarks;

2. Ensure that systems are hardened to the best within their business environment to prevent vulnerabilities from

being exploited;

3. Hardening gaps can be identified and rectified accordingly to suit business needs;

4. Used to assure customers that their user accounts are unlikely to be breached by attackers and their personal

data in the application can be kept secure. per lot 1

Deliverables:

The deliverable will include a report indicating the findings together with the risk rating and recommended solution

for each finding.

Notes:

1. The scope starts from 5 or less hosts. Cost will increase at S$600.00 per host

2. For system above 20 hosts, price will vary based on project requirement.
4) Training

Not Applicable
5) Others

Not Applicable

Total | $  5,500.00 $ 5,000.00

* A higher upgrade of the software version is acceptable, for example solution version 3.x allow anything from 3.0 to 3.99999
* Qualifying cost refers to the supportable cost to be co-funded under the grant
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